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What is an anomaly?

Patterns in data that do not follow the expected behaviour
Arise from changes to the data generating process
Different from noise

Interchangeably used with novelty, outlier
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Types of anomalies

Point anomaly
Contextual anomaly

Collective anomaly
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Figure: Anomaly types. [14].
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Anomaly Detection

Anomaly detector finds
anomalous patterns in
a given dataset or a
data stream.

Figure: General Anomaly Detector. [14].
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Anomaly Detection

Nature of input

Uni-variate or multivariate
Continuous or categorical

Spatial, sequence or
graph dependency

Figure: General Anomaly Detector. [14].
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Anomaly Detection

Learning Method

Supervised Learning
Unsurpervised Learning

Semi-supervised Learning

Figure: General Anomaly Detector. [14].
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Anomaly Detection

Nature of output

Score

Label

Figure: General Anomaly Detector. [14].
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Offline Anomaly Detection

Static data source

All the data for training is
available prior to the
detection phase

Model is fixed

Assumption that the data
contains enough information
for a particular application

Figure: General Anomaly Detector. [14].
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Concept Drift

Change in the underlying data generating process that happens over time

Can arise from natural causes or interference
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Online Anomaly Detection

Sequential data

Model learns from the new
data points

Unsupervised

Adapts to the concept drift

Data source

Anomaly detector
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Figure: Online Anomaly Detector. [14].
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Online Anomaly Detection

Characteristics

Prediction of the detector only depends on the current point or a window of limited data
points.

Must learn continuously in an automated and unsupervised fashion, and without the
need to store all the previous points.

Must adapt to the concept drift of the data stream.
Should start detecting anomalies as soon as possible.

Should minimize false positive and false negatives.
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Online Anomaly Detection
Methods
Distance-based: Criteria for anomaly is the distance to its nearest neighbours.

Density-based: Fits a probability distribution to the data, points with low probability
are considered anomalous.

Projection-based: Projects data to a lower dimension, points with high reconstruction
error are considered anomalous.

Clustering-based: Point or cluster far away from any cluster is de ned anomalous.
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Online Anomaly Detection

Methods

Prediction-based: Predicts a future values, point anomalous if the prediction deviates
signi cantly from the observed value.

SVM-based: Construct normal class using support vectors, points outside class
boundary considered anomalous.

Tree-based: Anomaly de ned based on how well the point maps to a constructed tree.
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Autonomous Driving

Overview

Six major blocks
Perception
Localization
Sensor Fusion
Path Planning
Vehicle Control

System Management

Figure: Major blocks of Autonomous driving vehicle. [15].

Alessandro Fagnani, Raza Yunus (TUM) | Seminar - Online Learning in Autonomous Driving, Feb 8, 2019, Miinchen, Germany

15



Sensors

External

Power mirrors
Suspension (active suspension monitoring)
Steering (torque measurement, power assist)

Drive Train Sensors

Anti-lock brakes (axle rotation, brake assist)
Rear differential (gear speed)

Transmission (gear position, shift position)
Fuel level sensor

Mass air ow sensor

Radiator air- ow control

Interior Sensors

Brake position

Throttle position . based anplications i
Seat position Figure: Sensor-based applications in a car. [2].
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Sensors

Figure: Sensors in a self-driving car. [1, 3].
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Anomaly in Time Series

A simple and distance-based approach

Find the anomaly ;.

Alessandro Fagnani, Raza Yunus (TUM) | Seminar - Online Learning in Autonomous Driving, Feb 8, 2019, Miinchen, Germany 18






	Outline
	Introduction
	Anomaly
	Anomaly Detection

	Challenges
	Overview

	Applications in Autonomous Driving
	ConclusionFutureWork

